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>A peer review of the proposed NSTX network was held on 12/17/97.  Ken


Tindall presented the network overview, design considerations using switch


Ethernet, isolation of the secure engineering network, documentation and


cable ID, and connection requirements.  A brief summary of cost and schedule


was also presented.


>


>Major comments were as follows;


>


>1. Comments were made dealing with "openness" of the engineering and


Physics networks. A suggestion was made that a true firewall device be made


part of the design, so that a finer level of control could be placed on the


availability of the Physics network from within the lab and from remote


collaborators.  This would also benefit the security of the entire PPL


network.  The control proposed in this review was for Access Control Lists


(ACL) in our existing PPPL router.  Using such a design "may" also allow


safe internet access to the secure engineering network from engineers at


home, for troubleshooting purposes.


>


>The proposed design is based on a Secure Network Workstation (SNW) acting


as a message proxy for a machine on each of the networks.  The design of


this message proxy will be reviewed.


>


>The manpower and equipment costs for such a Firewall device are $100-200K.


>


>2. A suggestion was made to use Ethernet port locking on the engineering


network only. Also port locking may have an impact on local troubleshooting


and the use of portable troubleshooting computers in the field.


>


>3. A comment was made that there is a requirement for a C-Site RF


connection to the physics network.


>


>4. A comment was made to consider locating network equipment and the SNW in


a physically secured area, i.e. a locked card access area.  This may be


essential depending on the physical access control implemented for the NSTX


control room.  This is the cornerstone of a good computer security policy.


>


>5. Comments were made on the presentation format and confusion on the term


"F/O" for fiber optic.


>


>It should be noted that the proposed network design did not preclude the


incorporation of further enhancements such as a Firewall device indicated in


the above comments.


>


>


>---Gary


>


