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1.0 Introduction

This procedure provides a detailed description of how to implement the EPICS Channel Access Security (CAS) feature at NSTX. CAS is one of several security layers used in the EPICS community for authorizing control permission for process control operators. The CAS provides a means to specify who can control what from where at under what circumstances. 

2.0 References 

1) NSTX-WBS6-AD,  Application Development Environment for CI&C.

2) NSTX-WBS6-CA,  General Procedure to Create Applications for EPICS.

3) Channel Access Security User’s Guide,  Marty Kraimer,  APS/ANL www site. 

3.0 Aliases,  Environmental Variables,  Paths, and Permissions 

· Aliases used :  None

· Environmental Variables : None

· Paths : None

· Permissions : The CAS configuration file will be modified by members of the Unix group ‘staff’.

4.0 Starting Channel Access Security

· There is only one CAS configuration file active at any time on an IOC.  For IOC#1,  it is :

/nstx/epicapps/iocBoot/xxxx.ascf

· The file is loaded into the IOC at IOC boot time.  The st.cmd/st.boot file contains a section used to enable the access security and specify the configuration file.

· The IOC must be rebooted to use a new CAS configuration.

5.0 Re-Starting Channel Access Security

· Edit the config file.

· Login to the IOC.

· Type asInit

There are a number of IOC utilities and a description of access security in the IOC Application Developers manual.

For example:

IOC#9 >aspuag("nb_oper")                                                

UAG(nb_oper) {jdong,psichta,nboper,dong}

value = 0 = 0x0

IOC#9 >asInit

value = 0 = 0x0

IOC#9 >aspuag("nb_oper") 

UAG(nb_oper) {jdong,psichta,nboper,dong,dmastrov}

6.0 Channel Access Security Configuration 

· A CAS configuration file specifies all rules for EPICS security.  The specific file format is described in reference 3.  Figure 1 shows a sample configuration file. 

· A text editor is used to create or modify a configuration file. 

· The CAS configuration files will be kept in a common directory  dedicated to the IOC booting.  The configuration files will be kept in /nstx/epicapps/iocBoot/iocce ……xxx  .

Figure 1 – Sample Configuration File 

/usr/psichta/ps_acf :cat test1.acf

# file test1.acf

# created 15jun98 by ps

# an access control security test file

#

# RULE(0,  ) is the VAL, CMD,  and reset fields

# RULE(1,  ) are all other records (e.g. alarm threshold) plus lvl 0 records

#

#

#

UAG(super_oper) {psichta, jdong, jwertenbaker,tornado}

UAG(physics_oper) {jwertenbaker}

UAG(mg_oper) {psichta,epics}

UAG(vac_oper) {jdong}

UAG(ws_oper) {psichta,jdong}

#

HAG(super_host) {epicsrv1}

HAG(any_local_opi) {epicsrv1,ead03}

HAG(cr) {epicsrv1}

HAG(mg_station) {ead03}

HAG(vac_station) {ead03}

HAG(ioc) {epicioc1}

HAG(internet) {REMOTE}

#

ASG(DEFAULT)  {

        RULE(1,READ)

        RULE(1,WRITE)  {

                HAG(ioc,any_local_opi)

        }

}

#end DEFAULT

#

ASG(MG_ASG)  {

        INPA(ck_ControlLockoutBO)

#       INPA = 0 means lockout active no control changes permitted

        INPB(ce_RemoteCmdsPermitBO)

#       INPB = 0 means REMOTE (internet) control commands inhibited

        RULE(1,READ)

        RULE(1,WRITE)  {

                HAG(ioc)

        }

        RULE(1,WRITE)  {

                UAG(super_oper)

                HAG(super_host)

        }

        RULE(1,WRITE)  {

                CALC("B=1")

                UAG(super_oper)

                HAG(internet)

        }

        RULE(0,WRITE)  {

                CALC("A=1")

                UAG(mg_oper)

                HAG(cr,mg_station)

        }

}

#end MG_ASG

#

#

ASG(VM_ASG)  {

        INPA(ck_ControlLockoutBO)

#       INPA = 0 means lockout active no control changes permitted

        INPB(ce_RemoteCmdsPermitBO)

#       INPB = 0 means REMOTE (internet) control commands inhibited

        RULE(1,READ)

        RULE(1,WRITE)  {

                HAG(ioc)

        }

        RULE(1,WRITE)  {

                UAG(super_oper)

                HAG(super_host)

        }

        RULE(1,WRITE)  {

                CALC("B=1")

                UAG(super_oper)

                HAG(internet)

        }

        RULE(0,WRITE)  {

                CALC("A=1")

                UAG(vac_oper)

                HAG(cr,vac_station)

        }

}

#end VM_ASG

/usr/psichta/ps_acf :

