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INTRODUCTION:  The Experimental Physics Industrial Control System (EPICS) is a scaleable,  distributed process control system architecture developed,  maintained,  and improved through a collaboration of USDOE laboratories.  The NSTX EPICS interfaces to the Motor Generator,  Power Conversion,  Water Cooling,  Vacuum,  and Gas Injection process equipment, executes PPPL-designed control programs and provides the operator interface for process control and monitoring.

PURPOSE:   The purpose of this procedure is to:

1.)
Define the levels of CONFIGURATION MANAGEMENT required for the EPICS.

2.)
Define the implemented CONTROL MECHANISMS that enable authorized personnel to access the EPICS.  This procedure documents the cognizant PPPL personnel authorized to access and, with approval, change the EPICS configuration.

3.)
Establish SYSTEM MANAGEMENT guidelines to ensure that the EPICS is adequately backed up and can be restored to its latest state in the event of a failure (i.e. hard disk failure, memory failure, corrupted files, etc.).

SCOPE:  This procedure governs all configuration changes made to the EPICS.  The EPICS Procedure Family EPICS, shown on the next page, references subordinate EPICS functional specifications, procedures and operator aids.  Subordinate documents are referenced throughout this procedure to engage detailed activities or reference sizable specifications that are not appropriate for this high-level procedure.


This procedure defines the requirements and policies for the EPICS in the following areas:

1.
CONFIGURATION MANAGEMENT
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NSTX-6X-CCD-003 EPICS USER INTERFACE Configuration Management Procedure controls the configuration of the EPICS trending,  mimic, plotting,  and alarm user interfaces.
DEFINITIONS:

EPICS:
Experimental Physics Industrial Control System.  A collection of software used for process control applications in a research environment.  The software is supported through a worldwide collaboration and is supported by the DOE. 

Record : - An object in EPICS used to perform a function or represent a physical parameter. 

Database : - A collection of EPICS records,  which can be linked to perform a control algorithm or other process control function. 

IOC: Input/Output Controller.   A computer with I/O capabilities and a real-time operating system running the core EPICS software.  The EPICS databases reside and execute on the IOC’s processor.

OPI: Operator Interface.   An x-window display device used to provide an operator access to EPICS and the process which is being controlled.

EPICS PC/OPI:  A Personal Computer capable of running EPICS software.  It may also have a resident hard disk which contains files used for EPICS.

EPICS unix server:  One or more Sun workstations used for EPICS system administration;  a centralized repository for EPICS experimental data, databases,  display files,  and configuration files.  

1.
CONFIGURATION MANAGEMENT
1.0
Configuration Management Procedures
Overview

Permanent EPICS/NSTX HARDWARE modifications are subject to the requirements of Technical Operations Procedure No. 23.007A, NSTX Configuration Control.  No further requirements are imposed by this procedure.

Temporary EPICS/NSTX HARDWARE modifications to facilitate testing, maintenance, and operations during contingency situations are subject to NSTX Operations Procedure No. OP-AD-03, CONTROL OF TEMPORARY MODIFICATIONS.  No further requirements are imposed by this procedure.

EPICS SOFTWARE modifications are managed by this procedure and are NOT subject to Technical Operations Procedure No. 23.007A, NSTX Configuration Control.  Four procedures are documented to accommodate the most likely scenarios for modification requests and are presented below.  

PROCEDURE 1:
Procedure to change EPICS SOFTWARE to accommodate hardware changes subject to DCA approval.

PROCEDURE 2:
Procedure to change EPICS SOFTWARE to accommodate TEMPORARY MODIFICATIONS.

PROCEDURE 3:
Procedure to change EPICS SOFTWARE to accommodate PERMANENT changes NOT subject to DCA approval (no EPICS hardware changes involved).

PROCEDURE 4:
EPICS SOFTWARE REMEDIAL MAINTENANCE Procedure.

PROCEDURE 1:   Procedure to change EPICS SOFTWARE to accommodate hardware changes subject to DCA approval.
Scope:  When hardware changes are made to the EPICS hardware or NSTX field devices interfaced to the EPICS, Technical Operations Procedure No. 23.007A, NSTX Configuration Control shall be followed.  If EPICS software changes are required to accommodate the proposed hardware modifications, general EPICS functional requirements shall be approved as part of the design review process.

Procedure:
1.
Computer Division Management shall involve EPICS Technical Support personnel early in the design cycle for projects affecting EPICS.  EPICS Technical Support personnel shall (1) provide pertinent information regarding EPICS capabilities and limitations, (2) ensure realistic requirements, and (3) suggest viable options.

2.
High-level generalized functional requirements shall be reviewed and approved, as specified in the functional specification cover sheet, during the design review process to capture and scrutinize the design intent.

3.
Once the design review process is successfully completed and DCA approval is obtained, the detailed EPICS software changes shall be designed.

4.
Changes to the EPICS software shall be reviewed by at least two individuals designated by the Computer Division Hardware Branch Head to be responsible for EPICS software integrity.  These personnel must be knowledgeable of the EPICS functionality and its implementation.

5.
Following a successful review, if these personnel deem that the change requires a major modification to the EPICS software, they shall issue a memo to the Computer Division Hardware Branch Head outlining the change with their approval to proceed with the implementation.

6.
The EPICS System Administrator shall determine the duration of the interruption required to install the modified EPICS software and schedule the task with the following NSTX personnel:

· NSTX Shift Supervisor .

7.
The EPICS System Administrator shall install the new version of the software per operator aid OPR-EPICS-0001, EPICS DATABASE INSTALLATION.  Debugging and testing of the new EPICS Database shall ultimately demonstrate the viability of the EPICS.

8.
The new EPICS functionality is commissioned when the EPICS System Administrator has determined that the system performs as required.

9.
Once the new revision of the EPICS software is installed, a log book entry shall be made in the EPICS LOG BOOK documenting the time and date that the new revision was loaded to the IOC.

10.
All EPICS documentation shall be revised to reflect the modification.  Specifically, all affected EPICS Functional Specifications and EPICS I/O documentation shall be revised.

PROCEDURE 2:   Procedure to change EPICS SOFTWARE to accommodate TEMPORARY MODIFICATIONS.
Scope:  Temporary EPICS SOFTWARE modifications shall follow the guidelines established in the NSTX Operations Procedure No. OP-AD-03, CONTROL OF TEMPORARY MODIFICATIONS.  This procedure outlines specific T-MOD details applicable to EPICS.

Procedure:
1.
Follow the latest revision of NSTX Operations Procedure No. OP-AD-03, CONTROL OF TEMPORARY MODIFICATIONS.
2.        The T-MOD tag should be placed on the primary EPICS unix server.
3.
Paperwork supporting the T-MOD (approved OP-AD-03 APPENDIX B T-MOD Approval Form, supporting memos, etc.) shall be placed in the EPICS T-MOD notebook, in the section labeled ACTIVE T-MODS.  The EPICS T-MOD notebook is stored near to the EPICS unix servers in the NSTX Control Room.

4.
Changes may be temporarily implemented using any EPICS tools.  If a parameter cannot be modified via the console, it will be necessary to load a T-MOD database.  In this case, a DB-PAL database shall be created following the naming guidelines outlined in the section of this procedure entitled EPICS Revision Naming Conventions.  Changes may also be implemented via IOC tools when appropriate.  The temporary database shall be loaded per operator aid OPR-EPICS-0001, EPICS DATABASE INSTALLATION.  The changes should be documented sufficiently such that they can be reloaded following a complete loss of power to the IOC.

5.
The original database files shall remain on the EPICS unix server disk for restoration when the temporary change is no longer required.

6.
An EPICS LOG BOOK entry shall be made to document the time and date that the T-MOD was made.

7.
Once the T-MOD is no longer needed, the T-MOD tag is returned to the appropriate person assigned in OP-AD-03 for close out of the T-MOD.

8.
Changes that were installed with the T-MOD shall be removed via the appropriate tool.  If a change was implemented via a T-MOD,  the temporary files shall be removed from EPICS unix server hard disk and the original version loaded per operator aid OPR-EPICS-0001, EPICS DATABASE INSTALLATION.   If other T-MODs are currently installed, a new T-MOD revision of the database files shall be created removing only the changes related to the completed T-MOD.

9.
A EPICS LOG BOOK entry shall be made to document the time and date that the T-MOD was removed.

10.
The supporting paperwork located in the EPICS T-MOD NOTEBOOK shall be moved from the ACTIVE T-MODS section to the COMPLETED T-MODS section.

PROCEDURE 3:   Procedure to change EPICS SOFTWARE to accommodate PERMANENT changes NOT subject to DCA approval (no EPICS hardware changes involved).
Scope:  The approval for PERMANENT changes to the EPICS, that do not involve hardware modifications, will be obtained via a revision to the affected EPICS Functional Specification(s).  EPICS Functional Specifications are presently defined for the following systems:

· NSTX-FS-6X-02  EPICS/Vacuum System Functional Specification 

· NSTX-FS-6X-03  EPICS/Gas Injection System Functional Specification 

· NSTX-FS-6X-04  EPICS/Water Cooling System Functional Specification 

· NSTX-FS-6X-05  EPICS/Power Conversion Functional Specification 

· NSTX-FS-6X-06  EPICS/Motor Generator Functional Specification

· NSTX-FS-6X-07  EPICS/Data Acquisition System Functional Specification 

If a request is made to change a parameter or function not defined in one of the EPICS Functional Specifications, the proposed changes shall be added to the most appropriate Functional Specification for review and approval per the following procedure.

Procedure:
1.
The requesting Cognizant Engineer shall present the requested change to the EPICS System Administrator.

2.
The EPICS System Administrator shall confirm that no hardware modifications are required to accommodate the change.  If hardware modifications are required, PROCEDURE 1:  Procedure to change EPICS SOFTWARE to accommodate hardware changes subject to DCA approval shall be followed.

3.
The EPICS System Administrator shall assess the request and provide an estimate of cost and schedule to the requesting Cognizant Engineer.

4.
The EPICS System Administrator and the requesting Cognizant Engineer shall revise the applicable EPICS Functional Specification(s) to document the proposed changes.  The revised EPICS Functional Specification(s) shall be distributed for comment, review and approval, as specified in the Functional Specification cover sheet(s).

5.  Changes to the EPICS software shall be peer reviewed by at least two individuals designated by the Computer Division Hardware Branch Head to be responsible for EPICS software integrity.  These personnel must be knowledgeable of the EPICS functionality and its implementation.
6.
Following a successful review, if these personnel deem that the change requires a major modification to the EPICS software, they shall issue a memo to the Computer Division Hardware Branch Head outlining the change with their approval to proceed with the implementation.
7.
Upon approval of the revised EPICS Functional Specification(s), EPICS Support personnel may revise the EPICS database to reflect the approved changes.

8.
The EPICS System Administrator shall determine the duration of the interruption, if any, required to install the modified EPICS software.  If an interruption is necessary, it shall be scheduled with the following NSTX personnel:

· NSTX Shift Supervisor

9.
If the change requires a new version of a database, the EPICS System Administrator shall install it per operator aid OPR-EPICS-0001, EPICS DATABASE INSTALLATION.  Debugging and testing of the new EPICS Database shall ultimately demonstrate the viability of the EPICS.

10.
The new EPICS functionality is commissioned when the EPICS System Administrator has determined that the system performs as required.

11.
Once the new revision of the EPICS software is installed, a log book entry shall be made in the EPICS LOG BOOK documenting the time and date that the new revision was placed on-line.

PROCEDURE 4:   EPICS SOFTWARE REMEDIAL MAINTENANCE Procedure.
Scope:  Following the commissioning of a system and during the operation of the EPICS, a user may discover an error or omission.  Such anomalies may be documented using a NSTX Failure Report.  A memo describing the problem and a proposed solution shall be approved to authorize corrective action.

Procedure:
1.
The EPICS user shall document suspect system response on a NSTX Failure Report.

2.
The EPICS System Administrator responds to the reported failure by either stating that the system performed as designed, or by proposing corrective action to repair the problem.

3.
If a problem is uncovered, and corrective action is possible, the EPICS System Administrator shall issue a memo describing the problem and the proposed corrective action to the Tokamak Operations Division Head for their approval.  The approved memo will authorize EPICS support personnel to correct the problem.

4.
The EPICS System Administrator shall determine the duration of the interruption, if any, required to install the modified EPICS software.  If an interruption is necessary, it shall be scheduled with the following NSTX personnel:

· NSTX Shift Supervisor

5.
If the change requires a new version of a database, the EPICS System Administrator shall install it per operator aid OPR-EPICS-0001, EPICS DATABASE INSTALLATION.

6.
Once the new revision of the EPICS software is installed, a log book entry shall be made in the EPICS LOG BOOK documenting the time and date that the new revision was placed on-line.

1.1
EPICS Database Revision Naming Conventions
An IOC can support many EPICS records databases.  A typical system,  such as Motor Generator,  may have several databases.  A naming convention will be established to indicate the NSTX subsystem,  a unique (to that subsystem) database identifier,  and a revision level.

Six characters are permitted within the naming field and they shall be assigned as follows for IOC databases:

SSddzz

where SS = the digraph for the NSTX subsystem



and where dd = database identifier/number



and where zz = Revision number

EXAMPLES of database names:
MG0602
Motor Generator database number 06, revision 02

PC2712
Power Conversion database number 27, revision 12

When a database is modified via a T-MOD the following conventions shall apply:

TSSddzztt
where T signifies a T-MOD database



and where SS = the digraph for the NSTX subsystem



and where dd = database identifier/number



and where zz = Revision number



and where tt = Incremented T-MOD version (Start with 1)

EXAMPLES of T-MOD database names:
TMG060201
Motor Generator database number 06, revision 02, with 1 T-MOD installed

TPC271203
Power Conversion database number 27, revision 12, with 3 or less T-MODs installed

A description of each T-MOD database shall be logged in the appropriate log sheets.

2.
CONTROL MECHANISMS
2.0
Control of EPICS unix Server passwords

Each user/operator on EPICS will have a password-protected account which will provide one means to restrict access to various capabilities via the OPI.  Using a Master Password, the System Administrator and the Back-up System Administrator maintain the password and are the only people who have access to the password on the system.  The System Administrators may change passwords at the request of the owner of the password without any formal approvals.  The System Administrators at no time shall disclose passwords to personnel other than the owner.  The System Administrators may reduce the capabilities granted for each password to meet configuration control requirements without formal approval.


The System Administrators may NOT grant new capabilities to users that will compromise the configuration control requirements for EPICS.  The elimination of user passwords or the addition of password capabilities must be documented by the requestor via memo, approved by the Tokamak Operations Division Head, to the EPICS System Administrator. 

2.1
Control of EPICS Security Provisions 


In addition to the unix passwords described above,  EPICS provides its “own” layer of security.  This layer provides record-based mechanisms to further restrict an operator’s control-permissions.  Using a Master Password, the System Administrator and the Back-up System Administrator maintain the EPICS security features and are the only people who have access. The System Administrators may reduce the capabilities granted for each operator to meet configuration control requirements without formal approval.


The System Administrators may NOT grant new capabilities to users that will compromise the configuration control requirements for EPICS.  The elimination or the addition of control capabilities must be documented by the requestor via memo, approved by the Tokamak Operations Division Head, to the EPICS System Administrator.

3.0
SYSTEM MANAGEMENT
3.1
EPICS LOG BOOK

An EPICS LOG BOOK shall be maintained by the Computer Division's EPICS technical support personnel.  The log book shall be near the EPICS Global Servers in the NSTX Control Room Extension.  The log book shall have sequentially numbered pages to ensure completeness.  All entries shall be made with an ink pen to ensure permanence and photocopy quality.  The date and initials of the individual making the entry shall be entered in the margin to the left of the logged occurrences.  The date and time of a logged occurrence shall be included in the body of the log.  The following activities shall be documented in the EPICS LOG BOOK:

•
System shutdown and startup activity

•
Full Backup/Restore activities

•
Dynamic Data Tape Backup activities (i.e. new monthly tape installed)

•
Hardware Failures and remedial actions taken

•
Maintenance Calls to contracted service organizations

•
New databases loaded (include supporting approval information - DCA #, T-MOD Tag No., memo, etc.)

3.2
EPICS Backup Requirements
“cron” jobs will be set up by the EPICS System Administrator to do daily,  weekly,  and monthly disk backups on the EPICS unix servers.  The monthly backups will be stored for at least five years.   Furthermore,  data potentially applicable to research will be transferred to the MDSplus data management system for permanent data storage.  Certain files, such as IOC logs,  may be skimmed after a reasonable period.  Backup and restore procedures are described in NSTX-WBS6-BR-SVR.

PC/OPI HARD DISKS

EPICS files which are resident on the local disks of  PC’s will require periodic backup.  Backup and restore procedures for personal computer’s used for EPICS are described in NSTX-WBS6-BR-PC.
