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INTRODUCTION:  

The NSTX Central Instrumentation & Control (CI&C) system uses the Experimental Physics and Industrial Control System (EPICS) software to provide centralized control and monitoring of the NSTX Engineering Systems.  

In order to maintain software reliability, configuration changes need to be managed appropriately. This document describes the configuration control methods used for the software used for CI&C.  This document does not address configuration control of software used on the Plasma Control (ppcc), EPICS X-terminal boot server (windex), or NSTX Physics Computing computers.

PURPOSE:   

The purpose of this procedure is to:

1.) Define the levels of CONFIGURATION MANAGEMENT required for the CI&C system.

2.) Define the implemented CONTROL MECHANISMS that enable authorized personnel to access the EPICS software. 

SCOPE:  

This procedure governs all configuration changes made to the CI&C system. 

This procedure defines the requirements and policies for the CI&C in the following areas:

1.
CONFIGURATION MANAGEMENT



        
1.0
Configuration Management Procedures


2.
CONTROL MECHANISMS
2.0
Control of EPICS unix Server password access


2.1
Control of EPICS Security Provisions


DEFINITIONS:

CI&C System Administrator:
The person responsible for maintaining the online state of the computers and systems involved in the CI&C. 

Critical Software : - Software which is considered critical as determined by the Engineering Subsystem's Cognizant Engineer or Computer Division Management. Critical software will be subject to stringent configuration control procedures.  Critical Software is listed in Appendix A.

Database : - A collection of EPICS records,  which can be linked to perform a control algorithm or other process control function.

EPICS:
Experimental Physics Industrial Control System.  A collection of software used for process control applications in a research environment.  The software is supported through a worldwide collaboration and is supported by the DOE. 

EPICS Application Software:
EPICS software specific to a particular engineering subsystem.  This is typically a database (.db) file,  or a display (.adl) file, or an IOC sequencer program (.st).

EPICS System Software:
EPICS software which all engineering subsystems will use.  This could be a new display manager (medm), alarm handler (alh), or CAMAC driver.

EPICS Host Computer: One or more Sun workstations used for EPICS system administration and running EPICS Channel Access clients;  a centralized repository for EPICS experimental data, databases,  display files,  and configuration files.
IOC: Input/Output Controller.   A computer with I/O capabilities and a real-time operating system running the core EPICS software.  The EPICS databases reside and execute on the IOC’s processor.  Channel Access servers run on the IOC to provide client connections with the database.

OPI: Operator Interface.   An x-window display device used to provide an operator access to EPICS and the process which is being controlled. 

Record : - An object in EPICS used to perform a function or represent a physical parameter.

Responsible Line Manager : - The manager who accepts responsibility for the work and process leading to the performance of work done within the Computer Systems Division.

SCN : - Software Change Notice.  This is a procedure within PPPL Engineering Procedure ENG-010 used to document changes to software.

1.
CONFIGURATION MANAGEMENT
1.0
Configuration Management Procedures
Overview

Permanent EPICS/NSTX HARDWARE modifications are subject to the requirements of PPPL Engineering Procedure No. ENG-032, Work Planning Procedure.  No further requirements are imposed by this procedure.

Temporary EPICS/NSTX HARDWARE modifications to facilitate testing, maintenance, and operations during contingency situations are subject to NSTX Operations Procedure No. OP-AD-03, CONTROL OF TEMPORARY MODIFICATIONS.  No further requirements are imposed by this procedure.

CI&C/EPICS SOFTWARE configuration control policies are described in this document. 

PROCEDURE 1:
Procedure to Change Critical EPICS Software.

PROCEDURE 2:
Procedure to Change Non-Critical EPICS Software. 

PROCEDURE 3:
General System Administration. 

Note that all software is backed up on a daily basis.  Recovery of an older version of the software configuration can be considered a routine operation.  In addition, the NetBackup utility can be used to identify which files have been created or changed on a daily basis.

PROCEDURE 1:   Procedure to Change Critical EPICS Software. 
Changes to Critical Software or non-routine software changes shall follow PPPL Engineering Procedure ENG-010, which will use an SCN to control changes. Note that the Responsible Line Manager may use procedure ENG-010 to dictate that ENG-032, Work Planning Procedure, be followed. Appendix A lists Critical EPICS Software.

PROCEDURE 2:   Procedure to Change Non-Critical EPICS Software. 
Scope:  During the operation of system a user may discover an error in the EPICS software support, or determine the need for additional functionality. The user should initiate an e-mail describing the problem. The cognizant EPICS Application Developer shall review the problem and determine the corrective action. 

Procedure:
1. Review the correspondence describing and justifying the change and develop a plan.  

2. If the plan involves changes which are considered routine, and, if the plan does not affect critical software, then continue with this procedure. Otherwise follow this document's procedure I,  Changes to Critical EPICS Software.

3. Make the necessary changes.  Include a comment in each file identifying the date of change, initials of the person making the change,  and a description of the change.  Use the CI&C logbook to note changes if in-line comments are not possible.

4. Obtain the approval of the NSTX Engineering Subsystem's Cognizant Engineer (or representative governing the EPICS software for that system) to move the revised version of the software 'online'.  In some cases, the original and the new version of software may coexist.  Appendix B lists the cognizant subsystem engineers.

5. An IOC reboot may be required to load a revised or new database.  Check with the D-Site Shift Supervisor and the CI&C System Administrator prior to rebooting an IOC during periods of active NSTX Operations.

6. The EPICS programmer is responsible for testing the new software and to detect any significant degradation in the operation of the overall CI&C system.   The user should evaluate the revised software and advise the application developer of the need for additional changes.  
PROCEDURE 3: General System Administration
General system administration is a necessary function for any computer system. Examples of system administration functions include installation of patches, managing user accounts, altering a system-backup schedule, and installing a new software utility.  The CI&C System Administrator shall  be responsible for approving all system administration activities.  Specifically, no system administration work shall be done on the CI&C computers without approval from the CI&C System Administrator.

2. CONTROL MECHANISMS

2.1
Control of EPICS unix Server passwords

Each engineering subsystem on EPICS will have a password-protected 'operator' account which will restrict access to control capabilities via the OPI.  The CI&C System Administrator is the only person who has access to all passwords.  The System Administrator may change passwords at the request of the subsystem engineer (owner) without any formal approvals.  The System Administrator at no time shall disclose passwords to personnel other than the owner.  The System Administrator may reduce the capabilities granted for each password to meet configuration control requirements without formal approval. The System Administrator may NOT grant new capabilities to users that will compromise the configuration control requirements for EPICS. 
2.2
Control of EPICS Access Security Definition 


In addition to the unix passwords described above,  EPICS provides an additional layer of security, Channel Access Security.  This layer provides record-based mechanisms to further restrict an operator’s control-permissions. The cognizant NSTX Subsystem Engineer is responsible for specifying the control permissions for their system.  The CI&C System Administrator and EPICS Application Developer will implement the user's configuration.  Changes to the configuration shall be made only upon written request from the applicable NSTX Subsystem Engineer. Appendix B lists the cognizant subsystem engineers.

Appendix A  

CI&C Critical Software List

Rev 00 04JAN00 PS  Created by P. Sichta

=======================================================

Filename
Directory (abbrev.)
Description

*
/usr/local/epics/system/epics/base
EPICS Base Release

*
/usr/wind
vxWorks configuration files and built-kernel

/camac/*
/usr/local/epics/system/epics/epicsExtensions/extensions/src
CAMAC Driver

/stripTool-2-4-b7/*
<same as above>
Current Trending Display Tool  

/ss_ar/*
<same as above>
Save Set Archiver

/alh/*
<same as above>
Alarm Handler

/ca/*
<same as above>
Channel Access client calls

medm
/usr/local/epics/system/epics/epicsExtensions/extensions/bin/solaris
Display Manager

gdct
<same as above>
Graphical Database Configuration Tool





base.dbd,

baseLIBOBJS
/export/home/epics/nstx/epicapps/ceApp/src
database definitions

abDcm*,

allenBradley*
<same as above>
AllenBradley PLC support

modbus* 
<same as above>
Modbus PLC protocol support

camac*
<same as above>
CAMAC device & record support

ppl908Record*
<same as above>
908 digitizer record support

ce_sub404.c
<same as above>
404 Timing Module record support

devTimeOfDay.c
<same as above>
TimeStamp device support.













Appendix B  

NSTX Subsystem Engineers & Software Cognizants

Rev 00 04JAN00 PS  Created by P. Sichta

=======================================================

Subsystem
DI
Cog. Engineer
Software Cognizant

NSTX Clock System
CK
G. Pearson
G. Pearson

RF Systems
FW
J.R. Wilson
J.R. Wilson

Gas Injection
GS
W. Blanchard
W. Blanchard

Motor Generator
MG
M. Awad
M. Awad

Neutral Beam
NB
T. Stevenson
T. Stevenson

FCPC
PC
C. Neumeyer
R. Hatcher

Thermocouples
TC
H. Kugel
H. Kugel

Vacuum
VM
W. Blanchard
W. Blanchard
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