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Building WU-FTPD on Solaris 9

Rev 00  18AUG2005  P. Sichta 

Rev 01  10SEP2007  PS     Changes for epicsrv3 (only partially commented)

Rev 01  23JUL2012  PS
Some minor tweaks for epicsrv3 repair following sun patch install (which overwrote ftpd with stock).

1.0 Introduction

This procedure describes how to install Washington University’s wu-ftpd (server) 2.6.2 on a Solaris 9 computer.  Stock Solaris 9 comes with wu-ftpd binaries only, no source. In order to boot an mv177 using vxWorks, you must rebuild the ftpd server to support so-called broken-clients (which standards mvme177 vxWorks BSP is).  If your vxWorks mvme177 IOC takes about 20 minutes to boot, then you need this mod.

Appendix A has some additional info.  There have been some EPICS tech-talk discussions about this, but no definitive response. Note I am not a sys-admin so although this method works it may not be very nice regarding system maintenance and patches. 

This applies to  wu-ftpd 2.6.2, an MVME-177 CPU with standard vxWorks BSP, Tornado 2.2, Solaris 9 on SPARC.

2.0 Basic Steps

All work done in this procedure as user root.

Login as regular username.

su

after becoming root, then switch to csh


#csh


epicsrv3.pppl.gov#  (now in csh, so source will work)

NOTE ON SOLARIS PATCHES:  Installing Solaris patches and updates can sometime overwrite the ftp daemon with the 'stock' binary of the service.  In that case you do not need to do all of these steps; most of the mods in /opt/wu-ftpd-2.6.2

 will still  be there.  Just try starting at 2.4 .

2.1 Download wu-ftpd source

· Download the source from the wu ftp site ftp://ftp.wu-ftpd.org/pub/wu-ftpd/ 

· On the epicsrv2 computer, I put this into the directory ~epics/download/appdsrc.

2.2 Configure software

· Unpack the gzipped file (gzip –dc filename | tar xvf - )

· Optional steps to alter banner seen at connect time: 

· In the unpacked wu-ftpd directory, navigate to the src directory.

· Edit file newvers.sh.

· Edit the line with the version ID to include a comment, such as ‘bad-clients enabled’.

· Change 2.6.2 to 2.6.3 to mitigate cyber-scan flag.

· Move (mv) the directory wu-ftpd-2.6.2 to the directory /opt.

2.3 Apply patches to wu-ftpd

· See Appendix B

· Edit file config.h.in

· Add the line below at the end of file:

#undef SUPPORT_BROKEN_CLIENTS 

· See Appendix C

· I downloaded the realpath and connect-dos patches to directory ~epics/download/appdsrc.

· Manually apply patches (edit source files).

2.4 Configure & Make

· The default path for root does not include all the directories needed to install the binary. For the epicsrv computer (with user epics):

· source ~epics/.cshrc  (this expands the path to include the dirs needed for make install)

· In the wu-ftpd-2.6.2 directory, build the software using the switch (two dashes)  –-enable-badclients:

· ./configure --enable-badclients

· Rebuild:

· make clean

· make

2.5 Install

· Doing this step will overwrite files in the /etc/ftpd directory, such as ftpaccess.  If you manage these files, save them first, and then restore after the install.

· The default path for root does not include all the directories needed to install the binary. For the epicsrv computer (with user epics):

· source ~epics/.cshrc  (this expands the path to include the dirs needed for make install)

· in /opt/wu-ftpd-2.6.2:

· make install

· restore /etc/ftpd files, if necessary. (Jul 2012 was not necessary).

2.6 Modify inetd.conf (not needed after Solaris patches)

· Modify the stock Solaris 9 /etc/inetd.conf ftp startup line:

· Change the tcp6 to tcp since ipv6 is not supported by wu-ftpd. Otherwise you’ll get an ‘illegal port 500’ response.

· ftp     stream  tcp     nowait  root    /usr/local/sbin/tcpd    in.ftpd

2.7 Restart ftpd

· Restart the ftp to use the newly-built-and-installed ftp daemon.

· ps -Al | grep inetd

· If the proc id is, for example, 164, then:

· kill –HUP 164

· note PID will remain, even after this HUP signal.

Appendix A

The text below describes the wu-ftp bad clients issue.  SEE APPENDIX B since the RemEdial Action described below omit a patch to config.h.in  .

See http://www.wu-ftpd.org/broken-clients.html
Supporting broken clients

One of the changes in 2.6.0 improves the daemon's implementation of the RFCs.  Specifically, the daemon now requires the remote client to honor a close before the it will send a reply on the control channel.  In most cases, this has no effect on the FTP session.  Experience during testing showed this change causes problems for a small number of clients.

Clients having problems fall into two classes:

· Lee McLaughlin's Mirror package 

· Web clients using or based up the W3C's libwww implementation.  This includes Lynx, CERN, Squid, Midnight Commander and possibly others. 

Testing showed this to not be a problem for the vast majority of clients available for Unix, Windows and Macintosh systems.  In fact, the only clients specifically reported to have problems are Mirror, Lynx and Squid.  The possibility of problems with W3C's libwww implementation, including Squid, CERN and Midnight Commander, are based upon information supplied by the Lynx development group.

Symptoms

All problems reported have to do with directory listings, not general data transfers.

Mirror would appear to obtain the directory listing and fail on a subsequent download attempt.  The software incorrectly handled the sequence of operations, losing synchronization with the FTP conversation.  A patch for Mirror version 2.9 is available; the correction will appear in Mirror version 2.10.

Lynx appears to hang indefinitely.  If the user cancels the Lynx FTP session, the directory listing gathered to date (which is complete) is displayed and the user may continue the Lynx session.  File downloads are unaffected; it appears the only place Lynx improperly implements the FTP is when obtaining a directory listing download.  The Lynx development team has corrected the problem; the correction should appear in an upcoming release of Lynx.

Squid appears to hang indefinitely as well, also only in relation to directory listings.  Due to the implementation of Squid, however, the problem is not apparent to the end user.  The FTP administrator may notice zombie bin/ls processes, and the Squid administrator may notice errors in their logs.  Presently, there is no known correction for Squid.

Symptoms for CERN, Midnight Commander or other applications using the libwww package are unknown but expected to be similar to those for Lynx or Squid.

Remedial Action

The WU-FTPD Development Group believes the number of clients improperly implementing the FTP is insignificant to the general population.  By default, the daemon closes the data connection and expects the client to honor that close before proceeding with the conversation on the control channel.

For most sites, the development group recommends urging users with clients exhibiting problems to upgrade to a corrected version, or switch to a client which does not exhibit the problem.

Some FTP sites, however, may be in support of custom-written in-house clients.  For those sites, where upgrading or switching clients is not, in the short term, a viable option, the daemon may be degraded.  To revert to the previous method of sending the reply on the control channel without waiting for the client to honor the closure of the data channel, reconfigure and recompile the daemon.

If you build the daemon using the configure command, add the option --support-bad-clients.  Be sure to run 'make clean' to ensure the daemon is recompiled with this option, then run 'make' to actually compile the daemon.

Using the old build command, edit config.h.noac; change the line reading 

    #undef SUPPORT_BROKEN_CLIENTS

to read 

    #define SUPPORT_BROKEN_CLIENTS

Be sure to run 'build clean' to ensure the daemon is recompiled with this change, then run build as you normally would to compile the daemon.

Appendix B – Patch config.h.in

WU-FTPD Development Group at http://landfield.com/wu-ftpd/mail-archive/wu-ftpd/1999/Nov/0128.html 
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“Error in wu-ftpd Remedial Action Section”

PARTIAL TEXT  for “Error in wu-ftpd Remedial Action Section”
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BTW, I haven't seen this mentioned but if you try to use the 
--enable-badclients on configure it doesn't build in the support correctly. 
To get it to work with configure, before you run configure, edit config.h.in 
and add this at the bottom of the file: 

#undef SUPPORT_BROKEN_CLIENTS 

Without it you will not end up with the "#define SUPPORT_BROKEN_CLIENTS 1" 
in the config.h file. 

Also, the referenced web page says --support-bad-clients instead of 
--enable-badclients. 

Jim 

FULL TEXT
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WU-FTPD Discussion Mailing List
Re: "ls" command does NOT show directories

[image: image4.png]



From: Jim Simmons (s4i-wu-ftpd@sws6.ctd.ornl.gov)
Date: Mon Nov 22 1999 - 07:57:25 CST 

· Next message: Gregory A Lundberg: "Re: "ls" command does NOT show directories" 

· Previous message: Jason Roysdon: "Re: 2.6.0 upgrade breaks real user logins" 

· In reply to: Gregory A Lundberg: "Re: "ls" command does NOT show directories" 

· Next in thread: Gregory A Lundberg: "Re: "ls" command does NOT show directories" 

· Messages sorted by: [ date ] [ thread ] [ subject ] [ author ] 
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The web page referenced refers to the stream closing problem, not the "no 
directories listed" problem. To change NLST to list directories again, this 
patch seems to work for me: 

*** src/ftpd.c.orig Mon Nov 22 08:49:37 1999 
--- src/ftpd.c Mon Nov 22 08:50:16 1999 
*************** 
*** 6346,6352 **** 
              } 
              goto globfree; 
          } 
! if ((st.st_mode & S_IFMT) != S_IFDIR) { 
              if (dout == NULL) { 
                  dout = dataconn("file list", (off_t) - 1, "w"); 
                  if (dout == NULL) 
--- 6346,6352 ---- 
              } 
              goto globfree; 
          } 
! /* if ((st.st_mode & S_IFMT) != S_IFDIR) { */ 
              if (dout == NULL) { 
                  dout = dataconn("file list", (off_t) - 1, "w"); 
                  if (dout == NULL) 
*************** 
*** 6369,6375 **** 
                  byte_count_out++; 
              } 
  #endif 
! } 
      } 
   
      if (dout != NULL) { 
--- 6369,6375 ---- 
                  byte_count_out++; 
              } 
  #endif 
! /* } */ 
      } 
   
      if (dout != NULL) { 

BTW, I haven't seen this mentioned but if you try to use the 
--enable-badclients on configure it doesn't build in the support correctly. 
To get it to work with configure, before you run configure, edit config.h.in 
and add this at the bottom of the file: 

#undef SUPPORT_BROKEN_CLIENTS 

Without it you will not end up with the "#define SUPPORT_BROKEN_CLIENTS 1" 
in the config.h file. 

Also, the referenced web page says --support-bad-clients instead of 
--enable-badclients. 

Jim 

On Sat, Nov 20, 1999 at 01:35:30AM -0500, Gregory A Lundberg wrote: 
> On Fri, Nov 19, 1999 at 11:21:56AM -0500, Brian Hoang wrote: 
> 
> > Problem: after client connected, the "ls" command only 
> > shows filenames BUT not directory names!!! 
> > 
> > Did I need to do anything in any configuration file??? 
> 
> http://www.wu-ftpd.org/broken-clients.html 
> 
> -- 
> 
> Gregory A Lundberg WU-FTPD Development Group 
> 1441 Elmdale Drive lundberg@wu-ftpd.org 
> Kettering, OH 45409-1615 USA 1-800-809-2195 
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· Next message: Gregory A Lundberg: "Re: "ls" command does NOT show directories" 

· Previous message: Jason Roysdon: "Re: 2.6.0 upgrade breaks real user logins" 

· In reply to: Gregory A Lundberg: "Re: "ls" command does NOT show directories" 

· Next in thread: Gregory A Lundberg: "Re: "ls" command does NOT show directories" 

· Messages sorted by: [ date ] [ thread ] [ subject ] [ author ] 


Other wuftpd@wustl.edu Archives: [ 1994 | 1995 | 1996 | 1997 | 1998 | 1999 | 2000 | 2001 | 2002 ] 
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[ wuftpd-questions | wuftpd-announce | wuftpd-dev | wuftpd-doc | wu-ftpd | www.wu-ftpd.org | Resource Center ] 

archive@landfield.com 

Appendix C – Patches

WU-FTPD Development Group at http://www.wu-ftpd.org/ 
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SECURITY VULNERABILITY DISCOVERED! 

A vulnerability has been found in the current versions of WU-FTPD up to 2.6.2. Information describing the vulnerability is available from 

· Ciac bulletin n-132 

· CVE can-2003-0466 

· Redhat errata RHSA-2003-245 with updated packages 

· isec.pl 

Please apply the realpath.patch patch to WU-FTPD 2.6.2. 

This fixes an off-by-one error in the fb_realpath() function, as derived from the realpath function in BSD. It may allow attackers to execute arbitrary code, as demonstrated in wu-ftpd 2.5.0 through 2.6.2 via commands that cause pathnames of length MAXPATHLEN+1 to trigger a buffer overflow, including (1) STOR, (2) RETR, (3) APPE, (4) DELE, (5) MKD, (6) RMD, (7) STOU, or (8) RNTO. 

Additionally, applying the connect-dos.patch is advised for all systems.

This patch fixes a possible denial of service attack on systems that allow only one non-connected socket bound to the same local address. 

Additionally, applying the skeychallenge.patch is advised strongly for systems using S/Key logins.

This patch fixes a stack overflow in the S/Key login handling.
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The current version of WU-FTPD is 2.6.2 and is available from ftp.wu-ftpd.org. If you are running an earlier version, please update your copy. You might want to take a look at what has changed. 

Before downloading, please check the list of wu-ftpd world-wide mirrors for a site in your region. 

Additional information about WU-FTPD is available online: 

· FAQ 

· Man pages 

· Example configuration files 

· HOWTO guides 

· Resource Center 

· Mailing List Archive 

· WU-FTPD License 

· FTP and related RFCs 

There are a number of mailing lists for support questions or other discussions concerning WU-FTPD. 
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Archived WU-FTPD Group Announcements 
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This site currently being re-done, so come back occasionally. 


[image: image12]
Last updated: Tue Feb 18 06:24:29 CST 2003 

REALPATH patch

A vulnerability has been found in the current versions of wu-ftpd, follow

the links from http://www.wu-ftpd.org/ for details.

Included below is a patch for CAN-2003-0466 to be applied to wu-ftpd 2.6.2.

--- src/realpath.c.orig
Mon Aug  4 11:20:19 2003

+++ src/realpath.c
Mon Aug  4 11:23:22 2003

@@ -299,7 +299,7 @@

 
rootd = 0;

     if (*wbuf) {

-
if (strlen(resolved) + strlen(wbuf) + rootd + 1 > MAXPATHLEN) {

+
if (strlen(resolved) + strlen(wbuf) + !rootd + 1 > MAXPATHLEN) {

 
    errno = ENAMETOOLONG;

 
    goto err1;

 
}

Connect-DOS patch

--- src/ftpd.c.00
Wed Jan 29 12:00:12 2003

+++ src/ftpd.c
Wed Jan 29 12:20:53 2003

@@ -4753,6 +4753,7 @@

     FILE *file;

     int retry = 0;

     int on = 1;

+    int cval, serrno;

 #ifdef IPTOS_LOWDELAY

     int tos;

 #endif

@@ -4873,32 +4874,41 @@

 
return (NULL);

     }

     usedefault = 1;

-    file = getdatasock(mode);

-    if (file == NULL) {

-
reply(425, "Can't create data socket (%s,%d): %s.",

-
      inet_ntoa(data_source.sin_addr),

-
      ntohs(data_source.sin_port), strerror(errno));

-
return (NULL);

-    }

-    data = fileno(file);

-    (void) signal(SIGALRM, alarm_signal);

-    alarm(timeout_connect);

-    while (connect(data, (struct sockaddr *) &data_dest,

-

   sizeof(data_dest)) < 0) {

+    do {

+
file = getdatasock(mode);

+
if (file == NULL) {

+
    reply(425, "Can't create data socket (%s,%d): %s.",

+

  inet_ntoa(data_source.sin_addr),

+

  ntohs(data_source.sin_port), strerror(errno));

+
    return (NULL);

+
}

+
data = fileno(file);

+
(void) signal(SIGALRM, alarm_signal);

+
alarm(timeout_connect);

+
cval = connect(data, (struct sockaddr *) &data_dest, sizeof(data_dest));

+
serrno = errno;

 
alarm(0);

-
if ((errno == EADDRINUSE || errno == EINTR) && retry < swaitmax) {

-
    sleep((unsigned) swaitint);

-
    retry += swaitint;

-
    (void) signal(SIGALRM, alarm_signal);

-
    alarm(timeout_connect);

-
    continue;

+
if (cval == -1) {

+
    /*

+
     * When connect fails, the state of the socket is unspecified so

+
     * it should be closed and a new socket created for each connection

+
     * attempt. This also prevents denial of service problems when

+
     * running on operating systems that only allow one non-connected

+
     * socket bound to the same local address.

+
     */

+
    (void) fclose(file);

+
    data = -1;

+
    errno = serrno;

+
    if ((errno == EADDRINUSE || errno == EINTR) && retry < swaitmax) {

+

sleep((unsigned) swaitint);

+

retry += swaitint;

+
    }

+
    else {

+

perror_reply(425, "Can't build data connection");

+

return (NULL);

+
    }

 
}

-
perror_reply(425, "Can't build data connection");

-
(void) fclose(file);

-
data = -1;

-
return (NULL);

-    }

-    alarm(0);

+    } while (cval == -1);

     if (keepalive)

 
(void) setsockopt(pdata, SOL_SOCKET, SO_KEEPALIVE, (char *) &on, sizeof(on));

     if (TCPwindowsize)

skeychallenge patch

--- wu-ftpd-2.6.2-orig/src/ftpd.c
Thu Nov 29 17:56:11 2001

+++ wu-ftpd-2.6.2/src/ftpd.c
Thu Jan 22 13:38:33 2004

@@ -1662,9 +1662,9 @@

     /* Display s/key challenge where appropriate. */

     if (pwd == NULL || skeychallenge(&skey, pwd->pw_name, sbuf))

-
sprintf(buf, "Password required for %s.", name);

+
snprintf(buf, sizeof(buf)-1, "Password required for %s.", name);

     else

-
sprintf(buf, "%s %s for %s.", sbuf,

+
snprintf(buf, sizeof(buf)-1, "%s %s for %s.", sbuf,

 

pwok ? "allowed" : "required", name);

     return (buf);

 }

Appendix D – ftpcmd.y  build problem

WU-FTPD Development Group at http://www.wu-ftpd.org/ 

See http://www.landfield.com/wu-ftpd/mail-archive/wuftpd-questions/2003/Jan/0007.html  

3.0 WU-FTPD Questions Mailing List
Re: bison -y ftpcmd.y
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From: Keith Thompson (kst@sdsc.edu)
Date: Thu Jan 02 2003 - 20:32:40 CST 

· Next message: Koos van den Hout: "Re: bison -y ftpcmd.y" 

· Previous message: Devon Harding - GTHLA: "Kerbos 5 auth" 

· In reply to: Koos van den Hout: "Re: bison -y ftpcmd.y" 

· Next in thread: Koos van den Hout: "Re: bison -y ftpcmd.y" 

· Messages sorted by: [ date ] [ thread ] [ subject ] [ author ] 
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I wrote: 
> If I use bison version 1.50, 1.75, or 1.875, I get errors on the 
> command 
> 
> bison -y ftpcmd.y 
> 
> I get several hundred lines of error messages, starting with: 
> 
> ftpcmd.y:197.9: syntax error, unexpected "=" 
> ftpcmd.y:205.9: syntax error, unexpected "=" 
> 
> The error doesn't occur with bison version 1.35 (or with Berkeley 
> yacc version 1.9). 
> 
> I don't know whether this is a bug in ftpcmd.y or in bison. 

It's a bug in ftpcmd.y. 

It turns out that most of the error messages, things like "$2 of 
`cmd' has no declared type" are spurious. Once bison encounters the 
initial syntax error, it get confused about scoping and produces a 
cascade of errors. 

Looking through the documentation for bison, and some old documentation 
for yacc, there's no indication that an '=' character can precede the 
'{' in an action. 

There are 85 occurrences of "<tab>=<tab>{" in ftpcmd.y (in the 
wu-ftpd 2.6.2 source release). Changing all of these to "<tab>{" 
fixes the problem -- and doesn't cause problems for Berkeley yacc, 
or for earlier versions of bison. 

Apparently there's a bug in Berkeley yacc 1.9, and in bison up to 
version 1.35, that causes it to ignore these misplaced '=' characters. 
The bug was fixed in bison version 1.50, causing it to (correctly) 
complain about ftpcmd.y. 

I suggest updating ftpcmd.y by deleting these incorrect '=' characters. 

-- 

Keith Thompson, San Diego Supercomputer Center, Camp X-Ray

kst@sdsc.edu  <http://www.sdsc.edu/~kst/>  858-822-0853  Fax: 858-822-5407

Schroedinger does Shakespeare: "To be *and* not to be"
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· Next message: Koos van den Hout: "Re: bison -y ftpcmd.y" 

· Previous message: Devon Harding - GTHLA: "Kerbos 5 auth" 

· In reply to: Koos van den Hout: "Re: bison -y ftpcmd.y" 

· Next in thread: Koos van den Hout: "Re: bison -y ftpcmd.y" 

· Messages sorted by: [ date ] [ thread ] [ subject ] [ author ] 

About this archive 
Other wuftpd-questions Archives: [ 1999 | 2000 | 2001 | 2002 ] 
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